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Abstract

Resource-constrained Internet of Things (loT) devices and wireless sensor networks
(WSNs) remain difficult to secure using conventional security mechanisms because
their sensing, forwarding, and processing nodes operate with limited memory,
computation, energy, bandwidth, and software-update capability. These limits
expose constrained deployments to attacks on end nodes, routing paths, wireless
links, and sensed data. Recent research has therefore proposed lightweight intrusion
detection (IDS) and protection methods that reduce input dimensionality, model
size, computation, communication overhead, authentication cost, or energy

use. The literature, however, remains uneven in how it defines lightweightness,
relates lightweight design to security risk, and demonstrates deployability under
constrained operation. This article reviews recent lightweight security risk analysis
and IDS research for constrained loT and WSN systems, with emphasis on studies
published from 2023 to 2026. It examines feature selection, compact machine
learning, compressed deep learning, TinyML, edge-assisted detection, federated
learning, lightweight authentication, trust-based scoring, cryptography, and energy-
aware routing. The review compares technique families, attack coverage, resource-
efficiency evidence, datasets, metrics, and reporting practices. It also separates

loT and WSN assumptions because loT IDS papers often rely on flow datasets and
edge deployment, whereas WSN studies more often address routing attacks, energy
depletion, topology instability, and node compromise. The main contribution is a
resource-aware taxonomy and comparative evaluation framework that separate
lightweight security claims from deployment evidence, clarify loT and WSN
evaluation assumptions, and identify the minimum reporting requirements needed
to judge operational feasibility. The reviewed studies indicate that resource metrics
should be treated as primary evaluation outcomes and that lightweight security
must be assessed through the joint assessment of detection quality, risk reduction,
and operational feasibility.

Keywords Lightweight security, Intrusion detection systems (IDS), Internet of Things
(IoT), Wireless sensor networks (WSNs), Resource-constrained devices, Lightweight

authentication, Lightweight encryption
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1 Introduction

Internet of Things (IoT) devices and wireless sensor network (WSN) deployments place
sensing, communication, and decision support close to the physical environment. This
proximity is useful in monitoring and control applications, but it also changes the secu-
rity problem. A constrained node is not merely a small computer; it is often a battery-
powered device with a narrow radio channel, limited memory, and low tolerance for
protocol overhead. Intrusion detection and security risk analysis in such environments
therefore cannot be judged only by detection accuracy. A detector may classify attacks
correctly, yet still reduce network lifetime, increase packet loss, or become impractical
in duty-cycled deployments if it consumes excessive memory or forces frequent trans-
missions [1]. Prior IoT work shows that security and privacy need to be considered with
application requirements, system architecture, and deployment constraints [2]. Stan-
dards-oriented reviews also show that interoperability and security are closely linked to
device heterogeneity [3].

Existing intrusion detection systems (IDS) surveys for IoT provide useful discussions
of learning methods, datasets, validation settings, deployment strategies, and attack tax-
onomies [4, 5]. However, most of these surveys address IDS development from a broad
IoT security perspective. They do not fully examine the narrower question of what
makes an IDS or protection method lightweight enough for resource-constrained opera-
tion. Since 2023, lightweight IDS research has expanded across feature grouping, ensem-
ble feature selection, quantized autoencoders, compact deep learning (DL) models, and
edge-oriented learning [6]. This growth has created a useful but uneven evidence base.
Some studies define lightweightness by the number of selected features, others by model
size or inference time, and fewer by memory use, energy consumption, communication
cost, or hardware execution. As a result, lightweight claims are not always comparable
and may overstate deployability.

This review treats lightweight IDS for constrained IoT and WSN systems as a distinct
security problem. Traditional heavy IDS architectures, generic DL models, and cloud-
only detection designs are not treated as core contributions unless they are explicitly
adapted through compression, feature reduction, edge partitioning, federated optimiza-
tion, or low-cost protocol design. This boundary keeps the review narrower than a gen-
eral IoT IDS survey and allows a more precise comparison of how different lightweight
families reduce overhead and where their security evidence remains incomplete.

The review has four objectives. First, it identifies recent journal studies that address
lightweight security risk analysis, IDS, or protection in IoT, Internet of Medical Things
(IoMT), Industrial IoT (IIoT), WSN, edge IoT, IoV, UAV-I0T, and related constrained set-
tings. Second, it develops a taxonomy that separates input reduction, compact machine
learning (ML), compressed DL, TinyML, federated IDS, trust/risk scoring, lightweight
authentication, cryptography, and secure routing. Third, it compares these families using
attack coverage, resource indicators, datasets, and deployment evidence. Fourth, it syn-
thesizes recurring weaknesses, including accuracy-driven evaluation, limited hardware
measurement, weak treatment of energy and communication cost, dataset mismatch,
and limited linkage between detection outputs and actionable risk reduction. The review
therefore provides a constraint-aware comparison rather than an algorithm catalogue.
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2 Review methodology and selection logic

The review follows a structured critical-review method for study identification, selec-
tion, evidence extraction, and comparative analysis. Established literature-review guid-
ance [7] informed the review process. PRISMA [8] was not applied as a formal review
protocol because this article was designed as a structured critical review rather than a
systematic review or meta-analysis. Figure 1 summarizes the documented study-selec-
tion stages and retained-source counts.

The main literature search covered publications from January 2023 to August 2026,
with particular attention to recent 2025-2026 studies in international peer-reviewed
journals. A final search update was conducted on 28 August 2026. Searches were con-
ducted in IEEE Xplore, ScienceDirect, SpringerLink, Wiley Online Library, Taylor &
Francis Online, and the ACM Digital Library. The search terms were organized into
three groups: application domain (IoT, IIoT, IoMT, WSN, edge 10T, IoV, and UAV-
IoT), security function (intrusion detection, IDS, authentication, trust, cryptography,
and secure routing), and lightweight design (lightweight, resource-constrained, feature
selection, compression, quantization, TinyML, federated learning, and energy-efficient).
Terms within each group were joined by OR, and the three groups were joined by AND.
The syntax was adjusted to the search functions of each database. Earlier studies were
retained only for foundational methods, benchmark datasets, standards, established
security assumptions, or relevant background. The main corpus was limited to peer-
reviewed journal research and review articles. Conference papers and preprints were
considered only when needed to trace a method or identify a later journal version.

Search results were consolidated and duplicate journal records were identified using
title, authorship, and DOI information before screening. Study selection was conducted

Literature search (Jan 2023-Aug 2026)

IEEE Xplore; ScienceDirect; SpringerLink; Wiley Online Library;
Taylor & Francis Online; ACM Digital Library

v

Screening

Title/abstract screening based on publication type, domain
relevance, security function, and identifiable lightweight mechanism

Eligibility
Full-text assessment for relevance to constrained loT/WSN security
and evidence

v

Final reference base
n = 136 sources
2023-2026 sources: n = 122
Earlier supporting sources: n = 14

Structured comparison set Other recent sources retained in the review
n = 52 studies n=70
2023:5 | 2024:11 | 2025:28 | 2026:8 Used for surveys, datasets, background,
’ ' ’ ’ risk assessment, and emerging directions
Technique-family distribution

Feature selection / compact ML 13
Compressed / quantized / compact models 12
TinyML / edge / split deployment 10
Federated / collaborative IDS 10
Trust / authentication / cryptography / secure routing 7

Fig. 1 Literature search, screening, eligibility assessment, and selection of the structured comparison set
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in two stages. Title and abstract screening first assessed publication type, domain rel-
evance, security function, and the presence of an identifiable lightweight mechanism.
Retained studies were then examined in full text for relevance to constrained IoT/WSN
security and for evidence supporting the claimed lightweight design. Studies that did not
satisfy the inclusion criteria in Table 1 were excluded at the corresponding screening
stage.

Eligible environments included IoT, IIoT, IoMT, WSNs, edge 10T, IoV, UAV-assisted
IoT, and related constrained cyber-physical settings. Eligible mechanisms included fea-
ture reduction, model compression, quantization, compact learning, TinyML, edge-
assisted processing, federated learning (FL), trust/risk scoring, lightweight cryptography,
low-overhead authentication, and energy-aware routing. For each study, the review
extracted the application domain, security function, lightweight mechanism, dataset or
simulation environment, deployment layer, detection or protection metrics, resource
indicators, implementation evidence, and reported limitations. Figure 2 summarizes the
resulting technique families.

The final reference base contains 136 sources: 122 publications from 2023 to 2026 and
14 earlier sources retained for foundational methods, benchmark datasets, standards, or
background. The 52-study comparison set in Sect. 5 was drawn from the 122 recent
sources. Selection for this set required representation of a principal technique fam-
ily, an identifiable lightweight or resource-reduction mechanism, and sufficient secu-
rity, resource, or deployment evidence for study-level comparison. The other 70 recent
sources support quantitative evidence, datasets, surveys, domain context, risk assess-
ment, background, and emerging directions but are not part of the Table 5 comparison.

No standardized study-quality or risk-of-bias instrument was applied. Studies
included in the 52-study comparison had to satisfy the minimum evidence-quality cri-
terion in Table 1, while deployment-evidence maturity was assessed separately through
four tiers. EO denotes design-level evidence: the lightweight claim is supported by

Table 1 Inclusion and exclusion criteria used for study selection

Criterion Included Excluded

Publication  Peer-reviewed journal research articles and relevant review  Conference-only papers, preprints

type articles. without a journal version, and

non-peer-reviewed publications.

Publication  January 2023-August 2026 for the principal recent-litera- Older generic IDS studies without

period ture analysis; earlier studies retained only for foundational  direct relevance to constrained loT
methods, benchmark datasets, standards, or established or WSN security.
security assumptions.

Domain loT, lloT, loMT, WSNs, edge loT, loV, UAV-IoT, and other con-  Enterprise or cloud network IDS
strained device networks studies without constrained-

device deployment context.

Technique Feature selection, compact ML, compressed DL, TinyML, Cloud-only IDS, generic DL mod-
federated IDS, trust-based scoring, lightweight authentica-  els, or security methods without
tion or cryptography, and secure or energy-aware routing.  resource adaptation.

Evidence An identifiable lightweight mechanism supported by at Studies reporting only conven-
least one explicit resource, design, implementation, or tional detection metrics without
deployment indicator, including feature/model reduc- an identifiable lightweight mecha-
tion, memory, latency, energy, communication cost, or nism, except where retained
constrained-hardware execution. explicitly as comparative contrast.

Minimum Clear security objective and method, identifiable evalua- Insufficient methodological

evidence tion setting, appropriate evaluation metrics, and sufficient  or evaluation information to

quality methodological detail to interpret the reported evidence.  determine what was tested or to

Resource and deployment indicators were recorded where
applicable.

interpret the reported security or
lightweight claim.
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Fig. 2 Taxonomy of lightweight security and IDS technique families for resource-constrained loT and WSNs. Auth,
authentication; crypto, cryptography; DL, deep learning; DT, decision tree; IDS, intrusion detection system; ML,
machine learning; RF, random forest; TinyML, tiny machine learning; XGBoost, Extreme Gradient Boosting
feature reduction, architectural simplification, model reduction, complexity analysis, or
detection results, but no direct resource measurement is reported. E1 denotes quanti-
tative software or simulation evidence: at least one resource or operational measure is
reported, such as model footprint, execution time, simulated energy, communication
overhead, memory estimate, or network lifetime. E2 denotes platform-profiled evidence:
resource use is measured directly on a representative embedded, gateway, edge, or other
target-class platform. E3 denotes constrained-hardware validation: the method is imple-
mented on the intended or closely representative constrained hardware, and resource
use is measured under an operational or networked workload.

Each study receives the highest tier supported by its reported evidence. Tier assign-
ment was based only on evidence reported in the article; unreported implementation or
resource characteristics were not inferred. The tier reflects deployment-evidence matu-
rity rather than the overall scientific quality of the study. The resulting tier distribution is
examined in Sect. 6.1 as part of the critical evaluation of the reviewed evidence.

Throughout the review, lightweight denotes an explicit reduction in resource or opera-
tional cost, while resource-efficient denotes a quantitatively demonstrated reduction rel-
ative to a stated baseline or reference condition. Claims of constrained-device suitability
require at least E2 evidence, while deployment-ready is reserved for E3 evidence. Fixed
numerical thresholds are not imposed because resource budgets differ across device
classes and deployment layers.

3 Positioning of the review and evaluation lens

3.1 Existing surveys and review gap

Existing surveys provide useful context for this review. Broad IoT security surveys usu-
ally discuss architectures, attacks, datasets, privacy issues, and general security require-
ments, but they are not designed to examine recent lightweight methods at the level of
feature count, model footprint, inference cost, and deployment suitability [2—-5]. More
focused reviews on lightweight IDS and feature selection have narrowed the discussion,
yet many remain organized around a single method family and do not sufficiently con-
nect IDS performance with risk reduction and protection cost in constrained systems
[6]. A recent PRISMA-ScR review also examined deployability evidence in lightweight
IoT-edge IDSs, with particular attention to hardware and operational evidence [136]. Its
scope remains centered on IDS and IoT-edge deployment, whereas the present review
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additionally considers WSN-specific security, authentication, cryptography, trust, secure
routing, and risk management.

Here, lightweight security is treated as a set of complementary mechanisms rather
than as IDS alone. IDS remains central to the analysis, but security in constrained IoT
and WSN environments also depends on low-cost authentication, secure routing, trust
scoring, and energy-aware protection. A feature-selected IDS can detect Distributed
Denial-of-Service (DDoS) traffic flows, a trust-based routing rule can keep a suspi-
cious node out of a route, and a lightweight authentication protocol can limit replay or
impersonation before traffic reaches a classifier. These mechanisms need to be discussed
together, but only when their resource assumptions and security roles are kept distinct.

The main gap in current review coverage is not the absence of lightweight IDS studies.
The gap is the lack of a consistent basis for comparing resource cost, security role, and
deployment relevance. One study may report a compact model with high accuracy [9],
another may reduce the input space through ensemble feature selection [10], a third may
apply quantization [11], and another may use FL to limit raw-data sharing [12]. All may
be described as lightweight, but they do not impose the same computation, memory,
energy, communication, or deployment burden. Recent FL and collaborative IDS studies
also show that distributed detection must be evaluated through client workload, update
traffic, and non-IID behavior [13—18]. Related work on trust, authentication, cryptogra-
phy, routing, datasets, and deployment-oriented evaluation further shows why protec-
tion support, benchmark coverage, and resource evidence should be separated [19-35].
Table 2 positions this review relative to related survey directions and explains why a
resource-aware comparison remains necessary.

The taxonomy developed in this review is an analytical synthesis of recurring light-
weight-design strategies identified across the reviewed literature rather than a new IDS
architecture or security algorithm. It organizes heterogeneous studies according to the
mechanism used to reduce resource cost, the security function performed, the intended
deployment layer, and the evidence supporting constrained operation. The categories are
not mutually exclusive because an individual approach may combine multiple mecha-
nisms, such as feature selection with quantization or federated learning with lightweight

cryptography.
3.2 Threat, resource, and evidence evaluation framework

A lightweight protection method should be read through two linked views: the threat
model and the resource model. In IoT flow datasets, the reported attack classes usually

Table 2 Positioning of this review relative to relevant survey directions

Survey direction Typical coverage Limitation for this topic Role in this review
Broad intelligent loT  Applications, architectures, Too broad for technique-level  Provides organiza-
surveys security/privacy challenges lightweight IDS comparison tion and context [2]
loT standards/secu-  Interoperability, protocols, stan-  Limited study-level compari-  Clarifies system
rity surveys dards, security requirements son of lightweight methods constraints [3]
General loT IDS Attacks; learning methods, data-  Often mixes heavy and light-  Defines IDS back-
surveys sets, deployment strategies weight methods ground [4, 5]
Feature-selection IDS  Feature reduction and classifier  Does not cover cryptography, — Supports lightweight
surveys selection trust, routing, or FL IDS taxonomy [6]
WSN security reviews Routing attacks, WSN con- Often separate from modern  Grounds the WSN-
straints, energy risks loT datasets and compact ML specific analysis

[33,34]
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include DDoS, botnet traffic, scanning, reconnaissance, brute-force access, and malware
communication [31, 32]. In WSN and RPL-like environments, the threat surface also
includes sinkhole, wormhole, Sybil, selective forwarding, replay, rank manipulation, and
energy-drain attacks [33, 34]. The first group is normally studied through traffic records.
The second requires topology-aware and energy-aware interpretation because the effect
of an attack may appear through route changes, packet loss, or battery depletion rather
than through flow features alone.

The resource model is no less important. A node-level IDS may be constrained by
CPU cycles, RAM, flash storage, battery capacity, and duty-cycle behavior. An edge-
level IDS can use more computation, but it may still face limited bandwidth, intermit-
tent connectivity, and privacy restrictions. A federated IDS reduces raw-data exchange
but adds model updates and communication rounds. A blockchain-assisted method
may improve auditability, but the benefit may come with storage, communication, and
consensus overhead. These trade-offs make accuracy an incomplete measure for judging
lightweight security methods [11, 35].

For cross-study comparison, the review considers four dimensions: security func-
tion, lightweight mechanism, resource effect, and deployment evidence. Security func-
tion identifies whether a method detects, prevents, limits, or responds to a specified
threat. The lightweight mechanism identifies the source of resource reduction, such as
feature reduction, model compression, reduced numerical precision, edge partitioning,
lower protocol cost, or reduced communication. Resource evidence covers computa-
tion, memory, energy, latency, communication cost, and other measures relevant to the
intended execution layer. Deployment evidence is assessed through the EO-E3 classifica-
tion defined in Sect. 2.

The reported resource values are not combined into a universal numerical score
because the reviewed studies differ in hardware platform, workload, dataset, unit of
measurement, and execution layer. Each lightweight claim is instead interpreted accord-
ing to the resource that is reduced or measured and the maturity of the supporting
deployment evidence. Table 3 relates the main threat types to their relevant resource
constraints, while Table 4 summarizes the execution layers and resource-evidence
requirements across the reviewed deployment settings.

3.3 Intrusion detection, risk assessment, and management Across loT ecosystems
IoT ecosystems differ in device capability, communication structure, service criticality,
mobility, and tolerance for security overhead. These differences affect the threat land-
scape, the role of IDS, and the evidence required to establish practical lightweight opera-
tion. General IoT environments commonly involve heterogeneous constrained devices
and network-level threats such as DDoS, botnet activity, scanning, reconnaissance, mal-
ware communication, and unauthorized access. IIoT environments place greater empha-
sis on service availability, process continuity, reliability, timing constraints, privacy, and
industrial edge or gateway operation. Recent federated and edge-oriented IloT stud-
ies illustrate the importance of communication cost, client heterogeneity, latency, and
deployment hardware in addition to detection performance [68, 119, 129].

IoMT introduces additional requirements because medical sensors, wearable devices,
and healthcare gateways handle sensitive health information and may support con-

tinuous or time-critical monitoring. Security mechanisms in this environment must
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Table 3 Threat types and the role of resource constraints in lightweight evaluation

Threat Typical evidence sources ~ Why resource constraints matter Relevant meth-
od families
DDoS/botnet Flow datasets such as High traffic volume can exhaust Feature selection,

ClCloT2023, Bot-loT, and
TON_loT

WSN/RPL simulations or
routing traces

Sinkhole/wormhole

Protocol traces and authenti-
cation analysis

Sybil/replay

False data injection Sensor readings and

application-level behavior
Node capture Physical compromise models
or behavioral assumptions
Energy drainage Traffic, MAC/routing activity,
and duty-cycle behavior

energy and radio capacity

Topology manipulation affects
both detection accuracy and rout-
ing cost

Lightweight identity checks are
required before traffic analysis

Detection must separate malicious
data from noisy or faulty sensing

Cryptographic keys and routing
trust may be compromised

Attack impact is measured through
network lifetime, not only packets

compact ML, and
edge IDS

Secure routing,
trust scoring, and
WSN IDS
Lightweight au-
thentication and
trust models
Anomaly detec-
tion and trust/risk
scoring
Authentication,
key management,
and local trust
Energy-aware IDS,
secure routing,
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and rate limiting

Table 4 Deployment assumptions and resource-evidence requirements across the reviewed

settings

Setting Typical execution Dominant constraints Principal lightweight evidence
layer

loT End device, gate-  Memory, computation, Feature/model size, memory, inference laten-
way, or edge bandwidth, and latency cy, communication cost, and target platform

lloT Field device, Availability, reliability, tim-  Latency, throughput, memory, hardware load,
industrial gateway, ing, and processing load and deployment layer
oredge

WSN Sensor node, clus-  Battery energy, radio com-  Energy, communication/routing overhead,
ter head, or sink munication, memory,and  packet delivery, memory, and network lifetime

topology

TinyML Microcontrolleror ~ RAM, flash, energy, and RAM, flash footprint, latency, power/energy,
embedded end inference time and target board
device

Edge IDS Gateway or edge Throughput, latency, buff-  Latency under load, throughput, memory,
server ering, and offloading cost  transferred traffic, and node-edge cost

separation
Federated  Distributed clients  Local training, update Update size, communication rounds, local
IDS and aggregator traffic, client heterogeneity, workload, energy, aggregation cost, and non-

and energy

IID behavior

therefore account for patient safety, privacy, reliability, response latency, and con-
strained-device resources [91]. Recent IoMT studies address different parts of this prob-
lem. ElRabaa et al. [125] retain the computational simplicity of Naive Bayes but adapt its
statistical model to skewed IoMT traffic. Jodayree et al. [126] focus on protocol-aware
zero-day detection and cross-dataset generalization, while Hosain and Cakmak [127]
combine IDS with explainability. Palaniappan and Sengan [128] reduce the input space
through hybrid feature selection before deep classification. Together, these studies show
that IoMT security may emphasize computational simplicity, generalization, interpret-
ability, or feature reduction, but these properties represent different forms of deploy-
ment evidence and should not be treated as equivalent lightweight claims.
Mobility-oriented ecosystems impose a different set of constraints. IoV secu-
rity must operate under rapidly changing connectivity, low-latency communication,
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heterogeneous in-vehicle and external networks, and strict real-time requirements.
Recent lightweight IoV research applies compact sequence modeling, feature reduction,
knowledge distillation, and differentiated in-vehicle and external-network detection to
address these constraints [49]. UAV-IoT systems face similar mobility and connectivity
issues together with platform energy and computational limits. Knowledge-distillation
approaches in [48] and the distilled and pruned UAV detector proposed by Medhi et al.
[130] reduce model complexity and inference cost while preserving detection capability.
These examples reinforce the need to interpret IDS performance according to the execu-
tion environment rather than assuming that one lightweight design is equally suitable
across loT ecosystem variants.

This distinction becomes particularly important when generic and lightweight IDS
approaches are evaluated using the same benchmark datasets. Similar accuracy, preci-
sion, recall, or F1-score values establish comparable detection performance under the
selected experimental conditions, but they do not establish equivalent deployment
suitability. Generic IDS may rely on larger models, extensive preprocessing, or com-
paratively powerful edge or cloud resources, whereas a lightweight solution should
demonstrate a measurable reduction in one or more relevant costs. Such evidence may
include feature-processing burden, model footprint, memory demand, inference latency,
energy consumption, communication overhead, or hardware execution [125, 128-130].
For example, recent IIoT work combines federated learning with lightweight model
components for resource-constrained 5G-IIoT settings [129], while UAV-oriented work
reports substantial reductions in model size and inference time [130]. The benchmark
dataset should therefore establish the detection context, while resource and deployment
measurements should establish whether the reported lightweight claim is supported for
the intended ecosystem.

IDS is also one component of a broader security-risk process. IDS identifies evidence
of malicious or abnormal activity, whereas risk assessment considers threats, vulner-
abilities, likelihood, consequences, and the importance of affected assets when mitiga-
tion priorities are determined. Waqdan et al. [131] provide a recent taxonomy of IoT
security-risk assessment and management approaches. Czekster et al. [132] propose
lightweight dynamic risk assessment for resource-constrained medical IoT through sce-
nario-based simulation and threat modeling. Zhai et al. [133] apply STRIDE and DREAD
to identify and prioritize threats across healthcare IoT devices. More recently, Prasanna
et al. [135] integrate IDS, vulnerability scanning, and CVSS-based severity information
within an IoT risk-scoring framework. These studies demonstrate that successful attack
classification does not by itself determine the significance or priority of a security event.

Risk management is particularly important in resource-constrained systems because
mitigation also consumes resources. Node isolation, additional authentication, key
renewal, trust reduction, rerouting, increased monitoring, or communication restric-
tion can introduce computation, energy, delay, and message overhead. The appropriate
response therefore depends on detection confidence, attack severity, asset importance,
residual risk, available resources, and the operational consequence of the response.

This perspective links IDS with operational risk management and complements the
threat- and resource-aware evaluation framework in Sect. 3.2 and the cross-family risk
analysis in Sect. 5.4.
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4 Lightweight technique families

4.1 Feature selection and compact ML

Feature selection is among the most developed lightweight IDS approaches in the
reviewed corpus. Its role is straightforward: the detector processes fewer traffic, proto-
col, or behavioral variables before classification begins. This reduction can lower pre-
processing time, model complexity, memory demand, and edge-execution cost. He et
al. [36] used feature grouping for IoT IDS so that related variables are organized before
classification. Fatima et al. [10] used feature selection as the core of ELIDS, targeting
DDoS detection in resource-constrained IoT through an ensemble selection process.
Zhang et al. [9] used two-stage feature selection with Bayesian optimization, linking fea-
ture reduction with model tuning rather than treating the two steps separately.

Several recent studies take this idea further by making the reduction part of the
detection pipeline itself. Li and Yao [37] used a two-stage design in which the early
stage reduces the detection burden before the final decision stage. Kushwaha et al. [38]
adopted an mFCBF-based filter to obtain a smaller feature subset for [oT IDS. Moham-
med et al. [39] used PCA-based dimensionality reduction with ensemble learning for
real-time IIoT IDS. Almalawi [40] proposed a clustering-based lightweight IDS for IoT
using Monte Carlo cross-entropy, which adds an optimization-oriented direction to
input reduction. Benaddi et al. [41] used chi-square feature selection in a hybrid IoT
IDS, where the reduced feature space supports lighter classification. The common point
across these studies is not the particular selector used, but the attempt to reduce the
amount of information handled by the classifier without abandoning conventional IDS
models.

This family is attractive because it can improve deployability without requiring a com-
plete change in the security architecture. In many IoT settings, gateways or edge devices
already collect flow statistics, and a smaller input space can be introduced with limited
disruption. The more difficult issue is feature stability. A subset selected from one data-
set may not hold when device behavior, packet timing, routing state, or attack composi-
tion changes. This issue is more evident in WSN settings, where residual energy, routing
behavior, and topology changes may be more useful than ordinary traffic features.

Compact classical ML overlaps with feature selection, but the two are not identical.
Decision trees, random forests, shallow ensembles, one-class models, and support vec-
tor machine (SVM)-based methods are often easier to interpret than large neural net-
works. Their cost still depends on model structure and deployment point. A random
forest may require considerable memory, k-nearest neighbors (KNN) can be expensive
at inference time, and an ensemble that is reasonable at an edge gateway may be too
heavy for a sensor node. Pandey et al. [42] combined tabu search with random forest for
WSN IDS, while Talukder et al. [43] used data balancing and dimensionality reduction
in a hybrid WSN IDS model. Srivastava and Sinha [44] presented a lightweight hybrid
NIDS for IoT that combines signature and anomaly logic to improve robustness without
depending on one detector. Zakariyya et al. [45] focused on resource-aware ML for IoT
security monitoring, where model cost is treated as part of the security argument rather
than as a secondary detail. These works are useful because they bring the discussion
closer to WSN and IoT requirements, although their lightweight evidence still depends
on how clearly energy, memory, and runtime cost are reported.
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Selected feature count, preprocessing cost, model size, inference latency, memory use,
and deployment layer provide the evidence needed to assess a lightweight claim. With-
out these details, a study may demonstrate useful simplification, but the evidence for
constrained deployment remains limited.

4.2 Compressed DL, quantization, and distillation

A second group of lightweight IDS studies retains the DL model while reducing its cost.
This differs from feature selection, where the main reduction occurs before classifica-
tion. In compressed DL, the reduction is applied to model representation, numerical
precision, parameter structure, or the teacher-student relationship. The approach is
attractive when attack behavior is nonlinear or sequential, but a smaller neural model
is not automatically suitable for constrained deployment. The compression procedure
should be visible in the method, and the evaluation should show whether the reduction
is useful beyond detection accuracy.

Sharmila and Nagapadma [11] provide a clear example of anomaly detection on
resource-constrained IoT devices using a quantized autoencoder on the RT-10T2022
dataset. The relevance of this study comes from the use of quantization as part of the
detector design. In [46], dynamic quantization is combined with feature engineering for
an [oT IDS, which places the study between input preparation and model-cost reduc-
tion. These works are not ordinary DL-based IDS studies with a lightweight label added
later. Their value, however, still depends on whether the reported reduction includes the
surrounding pipeline, especially feature construction, normalization, and other prepro-
cessing steps. Wang et al. [47] follow a different compression route by using an improved
BERT-of-Theseus strategy for IoT IDS. The method reduces a larger representation
model through teacher-student replacement, so the lightweight claim is tied to model
substitution rather than to feature filtering. A similar logic is followed in [48], where
knowledge distillation is used for an IoT/UAV IDS so that a smaller student model can
retain relevant detection behavior from a larger teacher model. A more recent example
is LiteKD [117], which transfers knowledge from a CNN-BiGRU teacher to a compact
depth-wise separable CNN-GRU student through adaptive-temperature distillation. The
student retains approximately 99% of the teacher performance while reducing model
size, parameter count, and computational overhead by more than 98.8%. Its suitability
for resource-constrained edge or mobile settings, however, also depends on practical
deployment evidence.

Recent work also includes compact sequence and quantized non-neural models. The
Mamba-based IDS in [49] uses compact sequence modeling for intrusion detection in
constrained vehicular networks, where the expected benefit is the ability to handle tem-
poral attack behavior with lower sequence-model cost. The quantized XGBoost study
in [50] uses quantization in a tree-based detector for botnet detection, which is a differ-
ent form of cost reduction from distillation or neural compression. These studies should
therefore be interpreted separately: Mamba-like models address sequence behavior, dis-
tillation reduces the cost of learned representations, and quantized tree models target
storage or arithmetic efficiency in a structured classifier. More explicit model-footprint
evidence is reported by Ullah et al. [116], who proposed KronNet, a compact feed-for-
ward IDS that combines Kronecker-based representation with post-training quantiza-
tion. The reported post-quantization footprints were 4.96 KB for CICI0T2023 and 4.59



Khashan Discover Internet of Things (2026) 6:171 Page 12 of 37

KB for Bot-10T, with inference times of approximately 0.21 ms. These results provide a
useful example of lightweightness supported by direct model-size and runtime measure-
ments rather than detection performance alone.

The recurring weakness in this family is not compression itself, but the limited con-
nection between compression results and deployment evidence. A compressed model
may be smaller than the original model, and a quantized detector may use fewer bits, but
deployment suitability still depends on where the detector runs, how much memory it
needs, how long inference takes, and whether preprocessing is also affordable. If feature
extraction, normalization, update frequency, or edge coordination remains expensive,
the lightweight claim becomes weaker even when the final detector is compact. Stronger
compressed IDS studies therefore evaluate compression ratio, model size, latency, mem-
ory use, and deployment layer together rather than reporting detection performance
alone.

4.3 TinyML, edge-aware IDS, and split deployment

TinyML and edge-aware IDS should not be classified only as model-compression
approaches. In these studies, IDS functions are often distributed across the sensing
device, gateway, edge server, or cloud boundary. This placement matters because the cost
of detection is often shifted from one layer to another rather than removed completely.
Nassef et al. [51] present an edge-oriented IIoT IDS with federated learning and pre-
liminary Raspberry Pi profiling. The study provides edge-level resource evidence, while
further TinyML adaptation is required for more constrained endpoints. More direct
on-device evidence is provided by Ortiz-Garcés et al. [118] through a NAS-optimized
TinyML IDS designed for ultra-low-power IoT edge devices. Hardware-level evaluation
reports 2.48 ms inference latency, less than 20 KB RAM use, and 0.39 m] per inference,
together with cross-dataset evaluation across heterogeneous IoT traffic sources. Tiwari
et al. [52] provide a more deployment-oriented example by combining feature selection,
feature reduction, model quantization, and Azure IoT Edge deployment for edge-based
IIoT security. Alani [53] extends the discussion to industrial flow-based IDS, where effi-
ciency must be considered alongside explainability if the detector is expected to support
operational decisions.

This layering is also visible in studies that place heavier analysis outside the con-
strained device. Gao et al. [54] propose a lightweight multiclass IDS at the edge. This is
not the same task as binary screening, because multiclass detection must separate mul-
tiple attack types and usually requires a richer decision model. Khashan [55] presents a
WSN-specific split-deployment design in which suspicious behavior is first handled at
the cluster head level and deeper malicious node analysis is then moved to a server-side
model. The value of such designs is that they do not force the weakest node to perform
all IDS functions.

The lightweight claim in this family can come from different sources: a small local
detector, an efficient edge- or server-side classifier, or a staged pipeline that avoids
unnecessary oftfloading. These forms are related but not interchangeable. A lightweight
edge method may still be unsuitable for a constrained node if the node must collect fea-
tures, buffer traffic, transmit intermediate data, or communicate repeatedly with an edge
server. The evaluation should therefore reflect the intended deployment layer. A WSN
sensor, a microcontroller board, a Raspberry Pi-class gateway, an industrial edge server,
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and a vehicle gateway have different limits in memory, energy, latency, and communi-
cation. Node-level claims require evidence on RAM and flash usage, local delay, and
energy consumption. Edge-level claims require evidence on throughput, latency under
load, update cost, and communication savings. Flow-window construction, feature
extraction, neighborhood statistics, and routing evidence should also be counted when
they are required by the detector. Without these details, the results mainly show effi-
ciency on the selected platform, but they do not fully establish suitability for constrained
IoT devices or WSN nodes.

4.4 Federated and collaborative lightweight IDS

FL and collaborative IDS belong to the lightweight-security discussion because they
change how IDS evidence is shared and learned. Instead of collecting traffic records or
device logs at a central point, each participant keeps its data locally and sends model
updates. This is useful in 10T environments where traffic traces, industrial records, or
site-specific behavior cannot be freely transferred across gateways, devices, or organiza-
tions [56]. This does not make FL lightweight by default. FL reduces raw-data movement
but introduces local training, update transmission, aggregation, synchronization, and
protection against poisoned updates [13]. In constrained IoT or WSN settings, repeated
training rounds can become more expensive than running a small local detector. FL-
based IDS should therefore be judged by communication rounds, update size, client
workload, aggregation cost, and participating device type, not by accuracy alone.

Recent studies approach this issue from different directions. Danquah et al. [14] pro-
pose a computationally efficient FL-based IDS for IoT botnet attack detection, where dis-
tributed client training reduces the need for centralized raw-data pooling while feature
selection and dimensionality reduction lower the computational burden. Alsaleh et al.
[15] address client heterogeneity through a semi-decentralized FL design with BiLSTM,
which is relevant when participating devices differ in bandwidth, data distribution, and
computation capacity. Tursynbek et al. [16] move the discussion closer to constrained
hardware by considering secure FL for IoT microcontrollers. Bukhari et al. [17] add a
WSN-specific example by using FL with an SCNN-Bi-LSTM model, allowing sensor
nodes to participate in collaborative IDS training without exposing their local data. Peng
et al. [18] provide a distinct efficiency-oriented FL-based IDS direction through FD-
IDS, which combines mutual-information feature selection with round-wise knowledge
distillation to reduce feature redundancy, limit computational overhead, and improve
learning under non-IID IoT data. Zhou et al. [119] propose a lightweight federated IIoT
IDS based on two-stage knowledge distillation. The framework combines personalized
and self-knowledge distillation with heterogeneity-aware aggregation and achieves over
97% accuracy on ToN-IoT and Edge-IloTset while addressing model efficiency, non-1ID
data, and privacy.

In FL-based IDS, the deployment layer cannot be treated as a secondary design detail.
A scheme trained across edge gateways cannot be evaluated in the same way as one
involving microcontrollers, sensor nodes, or other low-power IoT devices. Each setting
places a different burden on the client, especially during local training, update transmis-
sion, and aggregation. For this reason, the evaluation should make the training setting
explicit. This includes the training location, the size of exchanged updates, the number
of communication rounds, and the workload assigned to each participant. It should also
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account for non-IID data, poisoning attempts, and hardware constraints, since these fac-
tors directly affect whether FL remains practical in constrained deployments. Accuracy
is still part of the evidence, but it is not sufficient to justify a lightweight FL-based IDS
unless the added training and communication costs remain manageable under IoT or
WSN constraints.

4.5 Lightweight trust, authentication, cryptography, and secure routing

Lightweight protection in constrained IoT and WSNs is not limited to traffic-based IDS.
In many deployments, protection starts earlier in the communication path. It may ver-
ify a device before access, assign trust before route selection, protect sensed data before
transmission, or exclude an unreliable forwarding node before classification is needed.
These mechanisms serve a different role from IDS because they reduce the opportunity
for attack rather than only detecting traces after traffic becomes observable.

Recent studies present various lightweight protection approaches. Pathak et al.
[19] propose NATURE as a trust evaluation model for resource-constrained indus-
trial WSNs, where node reliability supports secure cooperation and routing decisions.
Alghamdi [20] presents a lightweight IIoT authentication protocol that focuses on low
communication and computation cost while maintaining resistance to common proto-
col attacks. Sai et al. [21] address fault-tolerant WSN authentication using elliptic-curve
mechanisms, with attention to execution time and memory usage. Jan et al. [22] intro-
duce FEELADP, a fuzzy-extractor-based lightweight authentication protocol for edge-IoT
e-healthcare that reduces the burden on constrained healthcare devices by offloading
computation to the edge server. Khashan et al. [23] propose an energy-efficient proxy re-
encryption scheme for secure data exchange in WSNs, with emphasis on computation
cost, energy consumption, secure re-encryption, and network efficiency. Selvi et al. [24]
propose ABE-TBSRA, where trust-aware routing and attribute-based encryption are
combined to protect WSN communication paths. Kavitha et al. [120] propose a knowl-
edge-based adaptive routing method that combines attack detection with energy-aware
route adaptation in WSNs. The approach jointly considers security, energy efficiency,
quality of service, and adaptability.

These studies should be compared according to the function they protect. Trust mod-
els need supporting results on trust accuracy, false isolation, message overhead, residual
energy, and resistance to collusion or bad-mouthing. Authentication protocols need
reported measurements on message count, computation cost, storage demand, delay,
and resistance to replay, impersonation, stolen-verifier, and man-in-the-middle attacks.
Lightweight cryptography and selective encryption require results on encryption time,
energy use, key management, storage, and communication overhead. Secure routing
needs evaluation results on packet delivery ratio, routing overhead, route stability, and
network lifetime. These requirements differ from ordinary traffic-classification metrics,
but they are essential for lightweight protection in IoT and WSNss.

5 Cross-family comparative analysis and evaluation evidence

This section moves from technique-level discussion to cross-family comparison. It
examines how recent studies substantiate lightweight claims rather than merely identify-
ing the methods they use. A feature-selected IDS, a compressed DL detector, an edge-
assisted model, an FL-based IDS, and a lightweight authentication protocol may all be
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described as lightweight, but each one reduces a different cost and protects a different
part of the system. The comparison is therefore organized around method function,
reduced overhead, deployment context, and the evidence required before a study can be
considered suitable for IoT or WSN operation.

The representative comparison includes 52 recent studies: 5 (9.6%) published in 2023,
11 (21.2%) in 2024, 28 (53.8%) in 2025, and 8 (15.4%) in 2026, with coverage for 2026
extending through August. By technique family, the comparison includes 13 feature-
selection or compact-ML studies, 12 compressed, quantized, or compact-model studies,
10 TinyML, edge, or split-deployment studies, 10 federated or collaborative IDS studies,
and 7 studies on trust, authentication, cryptography, or secure routing. The studies fur-
ther span six deployment settings, seven principal datasets, and fourteen detection and
resource metrics, as detailed in Tables 4, 6, and 7.

5.1 Study-level comparison of recent lightweight studies

The study-level comparison focuses on the mechanism used to reduce resource cost, the
intended deployment setting, the evidence that supports the lightweight claim, and the
main limitation of that evidence. Table 5 compares the 52 representative studies across
these dimensions and reports the corresponding deployment-evidence tier. Technique
families are retained as group headings rather than repeated in a separate column.

5.2 Dataset and metric evidence

Evaluation evidence is the point at which a lightweight claim becomes credible or
remains mainly descriptive. A result based only on accuracy, precision, recall, or
F1-score shows detection behavior, but it does not show whether the method fits a sen-
sor node, WSN cluster head, microcontroller, or edge gateway. Dataset selection and
metrics should therefore be interpreted together with the deployment assumptions
behind each study. A node-level IDS needs memory, flash, latency, energy, and local
communication evidence. A gateway or edge IDS needs throughput, buffering, latency
under load, and update cost. A federated IDS needs communication rounds, update size,
and local training cost. A protocol or routing method needs message count, computa-
tion delay, packet delivery, residual energy, and route overhead.

The original source for each dataset was cited whenever available. Edge-IloTset [31]
and TON_IoT [25] support IoT/IIoT evaluation through network and telemetry views.
CICIoT2023 [26] provides broad large-scale IoT attack coverage. Bot-IoT [27] and
N-BaloT [28] are useful for botnet-oriented evaluation. WSN-DS [29] is closer to rout-
ing and behavioral patterns in WSNs, while RT-10T2022 [11] has been used in resource-
constrained anomaly detection. These datasets are useful, but they do not represent the
same security setting. A flow-based 10T dataset should not be used as proof for WSN
routing attacks, and a WSN dataset should not be used as support for smart-home bot-
nets or IIoT telemetry.

Metric interpretation requires the same caution. Accuracy can hide class imbalance,
weighted F1 can hide weak minority-class detection, and ROC-AUC does not show the
cost of response. False positives consume energy and communication resources, while
delayed detection can allow forwarding, routing, or energy-drain attacks to continue.
A lightweight evaluation is strongest when detection metrics and resource metrics
are reported together [11, 16, 46, 51, 52]. Table 6 summarizes the evaluation role and
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Table 5 Study-level comparison and deployment-evidence maturity of the 52 representative
lightweight IDS and protection studies

Refs. Tier Lightweight Deployment Evidence contribution Main evidence
mechanism context limitation
Feature selection and compact ML
[36] EO  Inputreduction be- loT flow IDS Feature grouping and Cross-dataset validation
fore classification reduced classifier input remains limited
[10] EO Reduced feature DDoS in con- Reduced feature set for Attack coverage is
subset strained loT DDoS detection mainly limited to DDoS
[9] E1 Feature selection with  loT IDS Feature reduction, model  Limited relevance to
Bayesian optimization tuning, and reported WSN routing behavior
model footprint
[377 EO Stage-wise reduction  loT IDS Two-stage reduction of End-to-end cost of both
before final detection the detection workload stages is not reported
[38] EO  Filter-based feature loT IDS Reduced feature set with  No direct hardware or
reduction classifier evaluation energy measurement
[40] EO  Clusteringand Monte loT IDS Optimization-based light-  Direct deployment and
Carlo cross-entropy weight IDS design energy measurements
are absent
[41]  EO  Chi-square feature loT IDS Reduced input space for  Feature stability beyond
selection with hybrid hybrid classification the evaluated setting is
IDS not established
[39] EO  Dimensionality reduc- lloT IDS Dimensionality reduc- Execution-layer evi-
tion with ensemble tion with real-time lloT dence remains limited
learning evaluation
[571 EO  Feature selectionand Industrial loT Feature reduction with End-to-end resource
hybrid data balancing imbalance treatment cost and deployment
assumptions remain
unclear
[42] EO  Optimization-assisted WSN IDS WSN-specific optimization Energy evidence
random forest and detection results remains limited
[43] EO  Data balancing WSN IDS Input reduction with Runtime and memory
with dimensionality imbalance treatment demands are not fully
reduction characterized
[44]  EO  Combined signa- loT network Hybrid signature and Runtime and execution-
ture and anomaly security anomaly detection layer evidence remain
detection limited
[45] EO  Resource-aware ML loT security Resource-aware ML Comparable energy and
design monitoring evaluation hardware measure-

Compressed, quantized, and compact models

[11]  E2
[46] EO
[58] EO
[59] EO
[47]  EO
[60] EO

Model quantization

Dynamic quantiza-
tion with feature
engineering

Data purification and
separable convolution

TCP/IP packet-header
image construction

Teacher-student
model replacement

Deep convolutional
model with light-
weight framing

Resource-
constrained
loT anomaly
detection
loT IDS

loT IDS

loT networks

loT IDS

loT IDS

92.23% memory-size
compression, 70.01%
lower memory use, and
shorter prediction time on
Raspberry Pi

Feature engineering with
dynamic quantization

Separable-convolution
lightweight CNN design

Compact packet-header
representation for IDS

Compression route and
model substitution

Lightweight deep-convo-
lutional IDS design

ments remain limited

Preprocessing cost is not
included in the reported
resource profile

Attack validation
remains limited beyond
the evaluated setting
Preprocessing cost is not
quantified in the deploy-
ment evidence
Header-conversion and
preprocessing costs are
not quantified

Final footprint and
preprocessing cost are
not reported

Memory, energy, and
preprocessing costs are
not directly reported

Page 16 of 37
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Refs. Tier Lightweight Deployment Evidence contribution Main evidence
mechanism context limitation
[48] EO  Knowledge distillation loT/UAV IDS Student-model reduction  UAV setting may not
generalize to fixed loT
or WSNs
[117]1 E1 Adaptive-temperature loT IDS More than 98.8% reduc- No constrained-hard-
knowledge distillation tion in model size, param-  ware validation
eters, and computational
overhead
[49]  EO  Compact sequence loV/constrained  Temporal modeling with  Direct hardware and
modeling networks lighter sequence design resource measurements
remain limited
[50] EO  Quantized tree-based loT botnet Quantized tree-based Evidence is botnet-
model detection botnet detector specific and lacks direct
constrained-platform
validation
[116] E1 Kronecker-based loT IDS Model footprint and Broader device-level
compact architecture inference-time reduction  hardware validation is
and quantization not reported
611  EO Quantum SVM loT networks Explores compact alterna-  Practical constrained-

TinyML, edge, and split deployment

[51]  E2  Edge-oriented feder-
ated detection

[118] E3  NAS-optimized com-
pact architecture

[52] E2 Feature reduction,
quantization, and
edge deployment

[62] EO  Lightweight edge DL

[63] EO DL-inspired edge IDS

[53] EO Efficient flow-
based design with
explainability

[54] EO  Lightweight edge-
side classification

[64] EO  Al-driven deep IDS

[65] EO  Dl-based loT IDS

[55] E1 Cluster-head (CH)

screening with server-
side analysis

Federated and collaborative IDS

[56] EO  Distributed training
without raw-data
pooling

[14]  EO  Feature selection
with FL

lloT

loT edge

Edge-based lloT
Smart-agriculture
loT

Edge loT

Industrial loT

Edge loT

Cloud-based lloT

loT networks

WSN IDS

loT networks

loT botnet
detection

tive classification for loT
IDS

Edge-level resource
profiling and distributed
detection

Less than 20 kB RAM, 2.48
ms inference, 0.39 mJ/
inference, and hardware
validation

Latency and deployment
setup

Supports application-spe-
cific edge IDS deployment

Supports edge-level IDS
placement

Efficient flow-based IDS
with explanation support

Multiclass edge detection

Useful contrast for
high-performance lloT
detection

Scalable DL-based
detection

Split CH/server IDS with
execution-time, power,
and network-lifetime
results

Data scaling and FL
performance

Client training and re-
duced feature burden

device evidence remains
limited

The footprint remains
large for highly con-
strained endpoints
Long-term update and
drift behavior remain
untested

Node-level energy cost
remains limited in the
reported evidence
Application-specific set-
ting may not generalize
to other loT domains
Node and edge costs
are not separated

The resource cost of
explanation is not
quantified

Multiclass cost may ex-
ceed binary screening
Cloud setting does not
prove constrained-node
deployability

Detection accuracy is
not paired with direct
resource or hardware
measurements

CH and server costs are
not fully separated

Update size and
communication-round
cost are not quantified
Communication cost is
not reported
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Table 5 (continued)

Refs. Tier Lightweight Deployment Evidence contribution Main evidence
mechanism context limitation
[15] EO  Heterogeneity-aware Heterogeneous  Non-lID and client hetero-  Client workload and
FL with BiLSTM loT IDS geneity treatment communication cost are
not quantified
[66] EO  Federated learning Heterogeneous  Edge-FL across heteroge-  Client workload and
over edge clients loT neous loT clients update traffic are not
quantified
[67] EO  Federated learning Transportation Extends FL-based IDS to Device capability and
using edge devices loT transportation loT communication budget
remain insufficiently
characterized
[16] E3  Lightweight cryptog- loT ESP32-S3 hardware valida-  Cryptographic opera-
raphy with FL microcontrollers  tion of secure FL update  tions remain part of the
exchange total client and com-
munication cost
171  EO FL with SCNN-Bi-LSTM WSN IDS Privacy-preserving col- Sensor-node en-
laborative training ergy cost is not directly
quantified
[18] EO Feature selection and  Non-IID loT IDS Feature reduction, distilla- ~ FL update traffic remains
round-wise knowl- tion, and non-IID learning  part of the cost
edge distillation
[119] EO  Two-stage knowl- lloT Lightweight personalized  Client-side energy and
edge distillation with FL under non-IID data communication evi-
heterogeneity-aware dence remain limited
FL
[68] EO  Lightweight FL design Industrial loT lloT-oriented federated Non-IID behavior, com-
detection munication rounds, and

update size remain in-
sufficiently characterized

Trust, authentication, cryptography, and secure routing

[19] E1 Lightweight trust Industrial WSNs  Trust accuracy, residual  Collusion and bad-mouth-
scoring energy, and overhead ing validation remains
evidence limited
[20] E1 Low-cost lloT lloT Message count, compu- Post-authentication com-
authentication tation cost, and attack  promise remains possible
resistance
[211  E1 Elliptic-curve- WSNs Execution time and Key-management as-
based fault-tolerant memory evidence sumptions constrain
authentication interpretation
[22] E1 Fuzzy-extractor- Edge-loT Computation, energy, Authentication does not
based lightweight e-healthcare and communication- replace runtime IDS
authentication cost evidence
[23] E1  Energy-efficient proxy WSN secure data Computationanden-  The mechanism does
re-encryption exchange ergy evidence for proxy not address later node
re-encryption misbehavior
[24]  E1  Trust-aware routing WSNs Packet delivery, residual ~ Route-level protection
with attribute-based energy, and route-sta-  does not cover applica-
encryption bility evidence tion-layer abuse
[120] E1 Two-level RL route Ad hoc WSN Attack detection with Evidence depends on the
mutation route adaptation and evaluated topology and
energy awareness traffic conditions

limitations of common IoT and WSN datasets. Table 7 clarifies what common detection
and resource metrics can and cannot establish in constrained deployments.
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Table 6 Dataset relevance and limitations for resource-aware loT/WSN security evaluation

Dataset Evaluation context ~ Main relevance Resource-aware limitation

Edge-lloTset loT/lloT centralized Modern loT/lloT coverage with Does not by itself prove node-level

[31] and federated IDS centralized and FL use deployability

TON_IoT [25] loT/lloT telemetry and  Multi-source loT/lloT environment  Feature extraction and deployment
network IDS with telemetry and network views cost may vary by data source

ClCloT2023  Large-scale loT attack  Broad attack coverage and recent  Class imbalance, traffic realism, and

[26] benchmarking loT attack scale device-level cost should be checked

Bot-loT [27]  Botnet and DoS/ Useful for botnet-heavy IDSand ~ May bias evaluation toward traffic-
DDoS analysis high-volume traffic attacks volume patterns

N-BaloT [28] IoT botnet detection  Device-level botnet behavior Limited attack diversity beyond

WSN-DS [29]  WSN IDS and routing-
behavior analysis

RT-loT2022  Resource-constrained

1 loT anomaly
detection

from compromised loT devices

Relevant to WSN-specific attacks
and sensor-network behavior

Used in quantized IDS evaluation

botnet behavior

Older and narrower than recent loT
datasets

Needs broader external validation
across attack types and deployment
settings

Table 7 Detection and resource metrics for interpreting lightweight security evidence

Metric

Evidence provided

Evidence not captured in constrained deployment

Accuracy
Precision/Recall/F1
Macro-F1/per-class recall
ROC-AUC

False-positive rate

Thresho

Model size Storage

Inference latency
Memory/RAM

Flash footprint Storage

constrai
Energy consumption

Communication overhead
FL update size/rounds

learning
Packet delivery/network WSN op
lifetime

Hardware test

Overall correctness
Detection balance
Minority-class behavior

Alarm burden

Runtime delay
Execution feasibility

Battery effect

Network burden
Cost of collaborative

Deployment realism

Id behavior

footprint
cost

feasibility on
ned devices

setting

erational effect

scenario

Class imbalance, false alarms, and rare-attack weakness
Energy, memory, and communication cost

Resource cost and operational effect of each decision
Practical cost of threshold selection and response
Energy and communication spent on unnecessary

responses
Feature extraction, preprocessing, and communication
Energy use and full pipeline delay

Radio cost, update overhead, and flash constraints
Runtime memory, feature buffer, and update cost

Often omitted, simulated only, or measured under one

FL rounds, routing updates, and radio duty-cycle effect
Local training energy and aggregation vulnerability

Application-level detection quality and false isolation

Often limited to one board, one gateway, or one

5.3 Resource-efficiency interpretation across technique families

Resource efficiency differs across lightweight security mechanisms because each targets

a different source of overhead. Feature-selection methods reduce classifier input and

processing burden, while compression and quantization reduce model footprint and

inference cost. TinyML, edge-assisted, and split-deployment approaches also determine

where computation is performed. Federated learning redistributes training and com-

munication costs, whereas authentication, cryptography, trust management, and secure

routing primarily affect computation, message exchange, energy consumption, and net-
work operation [1, 11, 13-24, 36-56].
Feature-selection and compact-learning studies commonly demonstrate efficiency

through reduced dimensionality and lower classifier complexity [36-39, 73-75, 83].

These reductions are useful when they also decrease processing cost, storage demand,
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or inference time. However, the benefit may be limited when feature generation remains
computationally expensive. Model-oriented approaches provide more direct evidence
when compression, pruning, quantization, or compact architectures are supported by
measurements of model footprint, memory demand, or execution latency [11, 46-50,
76-82, 86].

Deployment-oriented approaches require a different interpretation. TinyML stud-
ies provide stronger evidence when RAM, flash, latency, and power are measured on
embedded hardware [77, 85]. Edge-assisted approaches shift part of the processing
burden to gateways or edge servers [51, 52, 74, 87, 101, 103]. Split-processing designs
distribute security functions across constrained nodes, cluster heads, and server-side
resources [55]. Resource claims in these cases should distinguish the cost incurred at
each deployment layer rather than treat edge-level efficiency as equivalent to sensor-
level efficiency.

Federated IDS replaces centralized raw-data transfer with local training and repeated
model-update exchange [13-18, 56, 69-72, 88, 89]. Its lightweight assessment therefore
depends on update size, communication rounds, client workload, aggregation cost, and
hardware capability. Outside IDS classification, lightweight authentication and cryptog-
raphy are better evaluated through computation time, message size, memory demand,
throughput, and energy [1, 20-23, 91-98]. Trust and secure-routing mechanisms are
more appropriately assessed through routing overhead, packet delivery, residual energy,
and network lifetime [19, 24, 55, 90, 100, 105].

Table 8 presents representative quantitative resource and deployment evidence across
the reviewed mechanisms. It covers model or input reduction, memory footprint,
latency, energy or power, communication cost, and hardware execution where these
measures are reported. The values are interpreted within their original experimental set-
tings rather than ranked directly across heterogeneous platforms. The Tier column indi-
cates the maturity of the supporting deployment evidence according to the classification
defined in Sect. 2.

5.4 Security-risk interpretation across technique families

After the resource-efficiency discussion, the remaining question is what type of secu-
rity risk each family can credibly reduce. A lightweight method should be interpreted
according to its point of intervention in the security pipeline. Detection-oriented studies
act after traffic, node behavior, or routing state becomes observable. Protection-oriented
studies act earlier, either before or during communication, by restricting unauthorized
access, limiting key misuse, or preventing unsafe routing decisions. These roles are com-
plementary, but they do not support the same security claim.

The scope of evidence in each result is therefore important. A DDoS detector should
not be treated as evidence against sinkhole routing. A secure routing protocol does not
by itself establish botnet detection. A lightweight authentication scheme does not pro-
vide post-access anomaly detection. These examples do not reduce the value of the indi-
vidual studies. They show that risk coverage must be interpreted according to the attack
surface addressed by the method and the additional cost introduced by the defense.

Figure 3 summarizes the relative relevance of each technique family to the main
threat categories. The ordinal score represents threat coverage rather than comparative
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Table 8 Representative quantitative resource and deployment evidence across lightweight loT and
WSN security studies

Refs. Tier Setting and lightweight Quantitative resource evidence Deployment
approach evidence
[11] E2 Resource-constrained loT;  92.23% memory-size compression; 70.01% Raspberry Pi, 2 GB
quantized autoencoder lower average memory utilization; predic- RAM, 1.2 GHz ARM
tion time reduced from 35to 15 s Cortex-A53
[16]  E3 loT federated IDS with SPECK: 504 B RAM, 31.328 kB ROM,; ESP32-S3 clients with
lightweight cryptography  0.1348/0.1362 ps/B encryption/decryption;  hardware-validated
138.3/134.1mJ FL implementation
[22] E1 Edge-loT healthcare; light-  10.07 ms computation cost; 109.56 mJ Edge-assisted loT
weight authentication energy; 3392-bit communication cost authentication
[52] B2 Edge-based IloT IDS; 4-bit/8-bit quantization; approximately 25%  Azure loT Edge
feature reduction and latency reduction deployment
quantization
[55] E1 WSN split IDS; CH screen-  124.63 ms execution time; up to 70% WSN CH/server split
ing and server-side lower CH power consumption; 2.7x longer  deployment
analysis network lifetime
771 E2 Lightweight TCN for edge  Model size reduced from 248.5 to 89.1 kB; Raspberry Pi 4 with
loT 0.19-0.27 ms inference; 4.22-4.64 W average physical power
power measurement
[511  E2 lloT edge/FL IDS 8-12 MB model weights; approximately Preliminary Raspberry
300-500 MB RAM; 120-180 ms/sample; 20% Pi 4 profiling and 10-
lower FL. communication overhead node FL simulation

3

Feature selection/compact ML
Compressed DL

2 &

TinyML/edge o

b

&

Federated IDS ©

$

o

o

Trust/risk ,":,,

Lg

£
Authentication/cryptography
Secure routing

$ & 3 3 N N o
¢ N N N QS A
090 & & © Y zQ\’b A Q@ @
) N & RS &
’ W® ® \“\z ¥ @e}

Fig. 3 Qualitative threat-coverage map of the reviewed lightweight security technique families. Ordinal scale:
0=no direct coverage; 1 =limited or indirect coverage; 2 = partial coverage; 3=primary or direct coverage
detection performance. Table 9 translates the same risk view into evidence requirements
at the technique-family level.

Overall, the cross-family comparison shows that lightweightness is supported most
convincingly when security performance and resource reduction are evaluated at the
intended deployment layer. Feature reduction, model compression, TinyML, edge
offloading, federated learning, authentication, and secure routing reduce different forms
of overhead and can shift cost across system layers. The reviewed evidence should there-
fore be interpreted through the combined consideration of security function, measured
resource effect, deployment context, and operational constraints rather than detection
accuracy alone.
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Table 9 Risk-reduction roles and evidence requirements across lightweight technique families

Technique
family

Security role

Evidence needed

Main limitation

Low-cost traffic or
behavior detection
through reduced input
and model burden
Detection of complex
or sequential attack pat-
terns with lower model
cost

Feature selec-
tion+compact
ML

Compressed DL

TinyML/edge IDS  Local or near-local
response through
node, gateway, or edge
placement

Federated IDS Collaborative detection
with reduced raw-data

pooling

Behavior-based node as-
sessment and risk-based

Trust/risk scoring

isolation
Lightweight au-  Prevention of replay,
thentication and  impersonation, session
cryptography abuse, and key-related

exposure
Reduction of topology
manipulation, forward-
ing abuse, and energy-
drain effects

Secure routing

Selected features, preprocessing cost,
latency, model size, feature stability,
and per-class detection results

Compression ratio, model size, RAM
use, latency, accuracy loss after com-
pression, and preprocessing cost

Hardware target, RAM, flash, energy
use, latency, update cost, and deploy-
ment layer

Communication rounds, update size,
client workload, non-IID behavior,
poisoning resistance, and aggrega-
tion cost

Trust accuracy, false isolation rate,
routing evidence, residual energy,
recovery behavior, and message
overhead

Message count and size, computa-
tion cost, storage demand, delay,
key-management assumptions, and
security analysis

Packet delivery ratio, routing over-
head, route stability, residual energy,
recovery time, and network lifetime

Generalization across da-
tasets and deployments;
weak coverage of routing
and energy behavior
Rare-class sensitivity,
off-device preprocess-
ing, and device-level
feasibility

Device variability and
unclear separation
between node-level and
edge-level evidence
Update overhead, client
trust, aggregation vulner-
ability, and feasibility on
low-power clients
Collusion, bad-mouthing,
on-off behavior, sparse
evidence, and trust
bootstrapping
Post-authentication com-
promise, captured keys,
and runtime misbehavior

Interaction with IDS,
false route isolation,
energy-drain attacks, and
application-layer abuse

6 Critical evaluation of the reviewed literature

The critical evaluation focuses on the remaining limitations in deployment evidence,
generalization, robustness, integration, and reproducibility. It considers whether the
reported security benefit, resource effect, and deployment layer are sufficiently con-
nected to support operational use in constrained IoT and WSN environments.

6.1 Evidence maturity behind lightweight claims
Evidence maturity is interpreted through the EO-E3 classification defined in Sect. 2.
Among the 52 studies, 36 were classified as EO, 11 as E1, 3 as E2, and 2 as E3. Most
lightweight claims therefore rely on design-level or software/simulation evidence, while
direct platform profiling and constrained-hardware validation remain uncommon.
Across the reviewed literature, feature-selection studies commonly report input reduc-
tion, compressed models more often report footprint or inference effects, and hard-
ware-oriented studies provide stronger evidence when RAM, flash, latency, energy, or
communication costs are measured directly [11, 16, 36, 38, 46, 51, 52]. A relative reduc-
tion against a heavier baseline remains useful, but it does not establish constrained-
device feasibility unless the target platform and the relevant end-to-end costs are clear.
The principal limitation is therefore uneven evidence rather than the absence of light-
weight design. Feature reduction may be well documented while feature-extraction
cost remains unmeasured; model compression may be quantified while preprocessing
is omitted; FL may report distributed detection performance without equivalent detail

on update traffic or local energy; and lightweight protocols may report computation or
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security properties without integration with runtime detection or response [13-24].
These gaps define the evidence-maturity problem examined in the following subsections.

Technology maturity remains uneven across the reviewed families. Feature-selection
and compact-ML approaches have a broad experimental base, while recent compact
and distillation-based methods provide clearer evidence on model size and runtime
[116, 117]. TinyML studies become more convincing when memory, latency, energy,
and target hardware are measured directly [118]. Javed et al. [134] further demonstrate
this direction through a MobileNetv3-based loT malware detector that combines multi-
scale feature extraction with channel-wise pruning to improve detection performance
and computational efficiency. Federated IIoT approaches have progressed in model effi-
ciency and the treatment of heterogeneous data [119], but client-side energy and update
costs remain less consistently reported. In WSNs, recent adaptive routing methods
increasingly consider security and energy efficiency together [120], although their results
remain sensitive to topology and traffic assumptions. Deployment maturity therefore
depends on resource evidence measured at the intended execution layer.

A more mature lightweight claim is supported when three elements are reported
together: an explicit reduction in resource demand, measurements on the intended or a
representative hardware platform, and the cost of the complete processing or communi-
cation path. Evidence is less conclusive when only relative model reduction or inference
time is reported without preprocessing, update, communication, or energy costs. This
distinction is important because a large percentage reduction does not necessarily make
a method suitable for a constrained device, and cost can be shifted from the endpoint to
an edge server or from raw-data transmission to repeated federated updates [11, 51, 77,
102, 106]. Absolute resource demand, deployment layer, and shifted system costs should
therefore be considered together when deployment maturity is assessed.

6.2 Deployment boundary and end-to-end cost

The boundary between node, gateway, edge, fog, and cloud is a recurring source of ambi-
guity. Several papers use the language of constrained deployment while evaluating the
method at a gateway, edge, or server level [84, 101]. This is acceptable when the method
is intended for edge-assisted detection. It becomes problematic when the conclusion
implies suitability for constrained devices without showing what the device itself must
compute, store, transmit, or update [102].

The full cost of IDS is rarely limited to inference. Before classification, traffic must be
captured, features extracted, windows formed, and values normalized or encoded [103,
104]. In WSNSs, the cost may also include neighbor observation, route-state collection,
CH reporting, and retransmission [105]. In FL, it includes local training, update trans-
mission, aggregation, synchronization, and security checks [106]. In authentication and
cryptography, it includes message exchanges, key storage, verification operations, and
recovery after compromise. Measuring only the final classifier or protocol operation
therefore gives a partial view of deployment cost.

End-to-end cost matters most when the attack itself targets energy or communication.
A defense against energy-drain or selective-forwarding attacks should not introduce
message overhead that shortens network lifetime. A trust system should not require so
much neighborhood reporting that it consumes the energy it is meant to protect [105].
A federated detector should not replace raw-data transfer with model updates that
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are equally expensive for the client [106]. A compressed model should not shift cost
to feature construction or repeated edge communication [104]. Lightweightness must
therefore be evaluated along the path from sensing and communication to detection,
protection, and response.

A clear boundary statement is therefore essential. Node-level studies should report the
hardware, feature source, local memory, flash footprint, inference time, energy effect,
and communication overhead [102]. Gateway-level studies should report through-
put, buffering cost, latency under load, update behavior, and the amount of data sent
from nodes to the gateway. Edge or fog studies should explain what is offloaded and
what remains on the constrained device [101]. FL studies should report local training
time, update size, rounds to convergence, client selection behavior, and non-IID effects
[106]. Without these details, strong detection results still leave the deployment claim
incomplete.

Practical deployment also depends on maintenance and recovery costs that are rarely
captured in benchmark evaluation. Model or rule updates must fit available memory,
energy, and communication budgets, while intermittent connectivity and hardware vari-
ation can affect latency and availability. False alarms may also trigger costly isolation, key
refresh, rerouting, or additional verification. Deployment studies should therefore report
update mechanisms, fallback behavior, connectivity assumptions, hardware variation,

and response cost alongside inference or protocol measurements.

6.3 WSN realism and cross-domain generalization

The comparison also shows a persistent difference between IoT and WSN evaluation
cultures. IoT studies usually rely on flow records, benchmark datasets, malware traf-
fic, DDoS, botnet activity, scanning, or device-level telemetry. WSN studies more often
involve packet delivery, routing behavior, residual energy, topology instability, sinkhole
behavior, selective forwarding, and network lifetime [25-29, 31, 34]. These settings over-
lap, but they should not be treated as interchangeable. A method validated on an IoT
flow dataset may classify traffic effectively but still lack evidence for WSN routing abuse.
A WSN method may protect forwarding behavior and route selection, but it may not
represent smart-home botnets or IIoT process telemetry.

Cross-domain generalization is therefore a central weakness. Many studies are evalu-
ated on one dataset or one simulation setting. Some report high accuracy, but the result
may depend on fixed feature distributions, repeated attack patterns, or stable traffic win-
dows. Feature selection can intensify this problem when a small subset captures dataset-
specific signatures rather than general attack behavior. Compression can have a similar
effect if dominant classes are preserved while rare or low-rate behaviors are weakened.
FL reduces centralized data dependence, but non-IID clients can still create local and
global drift [9, 10, 15, 18, 30, 69, 70, 83, 106].

For WSNs, generalization also depends on topology and routing assumptions. A
result obtained under a fixed topology may not hold under mobility, link fluctuation,
duty cycling, or node death. A routing-aware method should be tested under changes in
neighbor density, attacker position, traffic rate, and energy level. A trust method should
be tested under collusion, bad-mouthing, on-off behavior, and sparse observations. A
secure routing method should show not only packet delivery under attack, but also
route-recovery cost and energy effect [19, 24, 34, 55, 105]. These requirements are more
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demanding than ordinary classification benchmarking, but they match the risk profile of
WSN deployments.

A stronger evaluation should include at least one form of external validation. This
may be cross-dataset testing for flow-based IoT IDS, topology variation for WSN IDS,
device variation for TinyML, non-IID stress testing for FL, or multiple attack intensi-
ties for secure routing and trust scoring [25-29, 85, 102, 106]. Such validation does not
need to cover every environment, but it should show whether the method remains use-
ful when evaluation conditions move away from the training setting. This is the differ-
ence between a promising lightweight model and a method with credible deployment
evidence.

6.4 Robustness, drift, and adaptive attacks

Robustness remains underdeveloped. Most studies evaluate the detector or protocol
under the attacks represented in the selected dataset or simulation. Fewer examine what
happens when the attacker adapts to the lightweight mechanism itself. This matters
because lightweight designs often reduce redundancy. Feature selection removes vari-
ables, compression reduces representation capacity, TinyML models use small architec-
tures, FL shares updates rather than raw data, and trust methods compress behavior into
scores [9, 11, 46, 83, 85]. Each choice can improve efficiency, but it can also reduce the
evidence available to resist adaptive behavior.

For feature-reduction IDS, attackers may shift behavior away from the retained fea-
tures. For compressed DL, rare classes may weaken after pruning, quantization, or dis-
tillation. For TinyML, limited model capacity can make the detector brittle under drift.
For FL, poisoning, free-riding, and malicious updates can change the global model even
when raw data remain local. For trust scoring, collusion and bad-mouthing can manipu-
late local reputations. For authentication and cryptography, node capture can invalidate
assumptions about key secrecy and device identity [19, 20, 92, 105, 106]. These weak-
nesses do not make the methods unsuitable, but they show that robustness should be a
primary evidence category.

Recent studies have begun to address parts of this issue. Some combine feature selec-
tion with resource-sensitive model design or evaluate lightweight models under stronger
deployment assumptions [74-78, 81, 82, 86, 87]. FL studies increasingly discuss non-1ID
behavior, poisoning, privacy leakage, update verification, or explainability [13, 16, 18, 30,
69-72, 88, 89]. Newer IoT IDS studies also use incremental learning, contrastive learn-
ing, attention, and explainable components to handle changing environments [82, 88,
107-109]. The gap is consistency: robustness is still less visible than accuracy in many
evaluations.

A lightweight security method should also be evaluated against recovery cost. Detec-
tion alone does not show whether the system can respond safely. False isolation may
remove a useful sensor, rerouting may increase energy use, key refresh may add com-
munication overhead, and FL defenses against poisoned updates may require extra fil-
tering or verification [24, 55]. Robustness should therefore include both model stability
and response stability. The question is not only whether the method detects or prevents
an attack, but whether the response remains safe and affordable under constrained

operation.



Khashan Discover Internet of Things (2026) 6:171 Page 26 of 37

6.5 Integration of prevention, detection, and response

The reviewed literature still treats prevention, detection, and response as separate
tracks. IDS papers classify traffic or behavior, authentication papers prove access con-
trol and message protection, cryptography papers report computation and communi-
cation cost, secure routing papers report packet delivery and energy, and trust papers
report node scores or route decisions [19-24, 81, 82, 91-98, 105]. Each line is valuable,
but constrained security is rarely achieved by one layer. A realistic architecture usu-
ally needs several low-cost components that cover different points in the security pipe-
line. This makes integration evidence as important as the performance of each isolated
mechanism.

The lack of integration creates two problems. First, papers may overstate scope. A
lightweight authentication scheme can reduce unauthorized access, but it cannot prove
that a captured device will be detected later. A compact IDS can detect DDoS traffic,
but it does not protect against key misuse. A trust-aware routing method can reduce
forwarding abuse, but it may not identify application-layer manipulation. Second, the
combined cost of multiple lightweight components is rarely measured. A system using
authentication, IDS, trust updates, and secure routing may be secure in principle, but
the total overhead may still be too high for the intended device or network [84, 92, 102,
106].

Future work should move from isolated lightweight modules toward layered evalua-
tion. A useful design would show how authentication reduces entry-level exposure,
how IDS monitors residual behavior, how trust scoring handles repeated misbehav-
ior, and how routing or response policies limit damage. Such evaluation does not need
every possible security layer, but it should make the relationship between selected lay-
ers explicit. An authentication method can be evaluated with lightweight IDS to show
whether post-access attacks remain visible. A secure routing method can be evaluated
with traffic-based IDS to show whether routing and application threats can be separated.
An FL-based IDS can be tested with poisoning protection and update-size reporting to
show both security and communication cost [30, 69-72, 88, 89].

Response policy is another missing part of integration. Many IDS papers stop at clas-
sification. Yet constrained systems need careful responses because isolation, rerouting,
key refresh, or rate limiting can consume energy or interrupt legitimate sensing. A light-
weight detector that triggers frequent expensive responses may be impractical even if
inference is cheap. A trust model that quickly isolates nodes may protect the network
but may also remove legitimate nodes under noisy links. Future studies should report
not only detection metrics, but also the cost and safety of the proposed response [24, 55,
91, 105].

6.6 Explainability, reproducibility, and reporting consistency

Explainability is increasingly important in lightweight security, but it remains difficult
to balance with resource constraints. In IoT and WSN deployments, a security decision
may trigger isolation, routing change, key refresh, or alarm escalation. Operators need
to understand why a node, flow, or route was treated as suspicious. At the same time,
explanation methods can add computation and memory overhead. A black-box model
may be compact but difficult to trust. An explainable model may be easier to justify but
more expensive to run. Recent explainable, attention-based, and adaptive IDS studies
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move the field in a useful direction, but the cost of explanation is rarely treated as part of
the lightweight budget [53, 82, 88, 89, 108—113].

Reproducibility is another limiting factor. Lightweight claims depend on implementa-
tion choices, including feature extraction, class balancing, train-test splitting, normaliza-
tion, model conversion, hardware platform, and measurement method. If these details
are missing, results are difficult to verify. Reproducibility is not only a code-availability
issue. A study can publish code but still omit selected feature lists, exact hardware, win-
dow construction, energy model, or FL client settings. For systematic comparison, these
details are essential [7, 8, 83, 85].

Reporting consistency is one of the most practical ways to strengthen the field. A light-
weight IDS paper should report the target layer, selected features, model size, RAM,
flash, latency, energy, communication cost, dataset, attack classes, and class-imbalance
handling. A WSN paper should add packet delivery, routing overhead, residual energy,
topology conditions, and lifetime. An FL paper should add rounds, update size, local
training cost, aggregation method, client heterogeneity, non-IID split, and poisoning
assumptions. A protocol paper should add message count, storage, computation, delay,
security assumptions, and compromise model. These items are not secondary details;
they determine whether the evidence supports constrained deployment [84, 102, 105].

Taken together, these gaps show that the literature has moved beyond simple accuracy
reporting, but not yet toward a consistent deployment-evidence standard. The strongest
studies now connect security benefit with a measurable resource effect; the weaker ones
still leave the resource cost, deployment layer, or response consequence outside the eval-
uation. Table 10 summarizes the main evidence gaps that remain after comparing the
reviewed studies. The table is not a second technique taxonomy. It identifies where an
otherwise promising lightweight claim becomes incomplete.

7 Deployment evidence and future directions

The critical evaluation indicates that future research should not only propose additional
lightweight models. The field needs clearer evidence rules. A new detector, protocol, or
routing scheme should state which cost is reduced, which security role is supported, and
which device or deployment layer is assumed. It should also provide enough detail for
another researcher to repeat the evaluation. This section converts the gaps identified in
Sect. 6 into a reporting framework and research agenda.

The framework below is intentionally practical. It does not require every paper to
report every possible metric. It requires each paper to report the metrics that match its
own lightweight claim. A feature-selection study should report input-level evidence. A
compressed model should report model-level cost. A TinyML study should report hard-
ware results. An FL study should report communication and client-side costs. A proto-
col or routing study should report message count, computation, and network-lifetime
results. The purpose is not to make evaluation heavier; it is to make lightweight evidence

clearer and easier to compare.

7.1 Reporting requirements for lightweight security studies
The reviewed literature shows that lightweightness has several meanings: fewer features,
fewer parameters, lower precision, shorter inference time, lower memory use, fewer

protocol messages, smaller keys, lower communication, or lower energy cost. These
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Table 10 Critical evidence gaps across lightweight IoT/WSN security studies

Evidence gap Most affected Interpretive effect Recommended evidence Repre-
studies or sentative
families refs.

Accuracy-first ML/DL IDS and High detection scores do  Report accuracy with model [11, 46,53,

evaluation many flow-based  not prove constrained size, latency, memory, energy, 64,65, 81,
studies deployment and communication cost 82]

Feature stability ~ Feature selection, A selected subset may Report selected features, fea-  [9, 10,

not tested compact ML, and  capture dataset-specific ture stability, and at leastone  36-43,57,
PCA-based IDS signatures rather than external validation setting 73-75,

stable attack evidence 83]

Preprocessing Flow-based and Feature construction may Report capture, windowing, [41,46,47,

cost omitted compressed IDS be more expensive than  feature extraction, normaliza- 58, 59, 76,

final inference tion, and conversion cost 83,104]

Node-edge TinyML, edge, split, Cost may be shifted away Separate node, CH, gateway,  [51, 52,62,

boundary and FL studies from constrained nodes edge, and server costs 63, 84-87,

unclear rather than reduced 101-103]

Energy and WSN IDS, trust, A defense may consume  Report residual energy, radio 17,19,

radio cost routing, FL, and the same resource tar- cost, update size, packet deliv- 23, 24, 55,

underreported protocol studies  geted by the attack ery, and network lifetime 100, 105]

Non-IID and poi-  FL-based IDS Collaborative detection Report non-1ID splits, poison-  [13-18,

soning evidence may fail under heteroge-  ing assumptions, aggregation 30, 56,

limited neous or malicious clients  defense, and client workload ~— 66-72, 88,

89, 106]

Security layer Authentication, One layer cannotjustify ~ Evaluate at least one interac-  [1,

evaluated in cryptography, IDS,  broad protection claims  tion among prevention, 19-24, 55,

isolation trust, and routing detection, trust, routing,and ~ 90-100]

response

Explainabil- Compact DL, Explanations may Report explanation latency, [53, 81,

ity cost rarely attention models,  improve trust but add memory cost, stability, and 82,88, 89,

measured edge IDS, and XAl-  computation or delay operational usefulness 107-113]
assisted IDS

Reproduc- Cross-family Results cannot be verified  Publish code, features, splits,  [7,8,77,

ibility details comparison or fairly compared hardware, hyperparameters, 83, 88,

incomplete energy model, and FL/WSN 111,114,

settings

115]

reductions are not equivalent. A method may reduce model size while increasing pre-
processing. It may reduce raw-data sharing while increasing update traffic. It may reduce
authentication time without providing runtime visibility. It may reduce route attacks
while requiring additional trust messages. A reporting framework is needed because a
single lightweight label hides these differences.

The first reporting item is deployment level. A study should state whether the method
targets a sensor node, microcontroller, cluster head, mobile device, gateway, edge server,
fog node, cloud platform, or hybrid architecture. This information should appear in the
method and evaluation, not only in the abstract. The second item is the cost category
reduced by the method. A feature-selection study should report the original and final
feature sets, feature-extraction cost, and stability. A compressed DL study should report
parameter count, compression ratio, model size, inference delay, memory, and accuracy
loss. A TinyML study should report flash, RAM, current draw or energy, device model,
and runtime. An FL study should report local training time, update size, communication
rounds, aggregation cost, and client heterogeneity. A protocol study should report mes-
sage count, message size, storage, computation, and security assumptions.

The third item is security scope. A study should state whether it supports traffic detec-
tion, anomaly detection, device authentication, session protection, route defense, trust
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management, energy protection, or response. The scope should remain narrow when the
reported results are narrow. A botnet detector does not cover sinkhole behavior unless
routing results are used. A secure routing protocol does not cover malware commu-
nication unless application or traffic analysis is included. A lightweight authentication
method does not show runtime anomaly detection unless behavior after access is moni-
tored. This discipline makes the contribution more credible, not weaker.

The fourth item is robustness. Future studies should include cross-dataset evalu-
ation when possible, or at least variation in attack intensity, client distribution, topol-
ogy, device behavior, or traffic period. FL studies should include non-IID testing and
poisoning assumptions. WSN studies should include route changes, link noise, attacker
position, and residual energy. TinyML and edge studies should include device-spe-
cific measurements. Protocol and routing studies should include compromised-node
assumptions and recovery behavior. These tests do not need to be exhaustive, but they
should show that the method is not tuned only to one stable setting.

The fifth item is reproducibility. A useful lightweight study should provide enough
detail for the method to be repeated. This includes feature lists, preprocessing steps,
train-test split, class balancing, hyperparameters, hardware, energy model, software
versions, and code when possible. For WSN simulations, topology, node count, radio
model, mobility assumptions, and traffic profile should be stated. For FL, the number of
clients, client sampling, local epochs, optimizer, aggregation rule, update size, and non-
IID split should be stated. These details are often treated as implementation matters, but
they directly affect the claimed resource cost. Table 11 summarizes these five items as
practical reporting requirements.

7.2 Future research directions

A first opportunity is end-to-end lightweight evaluation. Many studies optimize one
part of the pipeline, but constrained security depends on the whole path. Future work
should measure cost from sensing or packet capture to feature construction, inference,
response, and update. This is particularly important for flow-based IDS and WSN meth-
ods because the cost of building the evidence can be as important as the cost of the clas-
sifier. A compact model may look efficient when evaluated on prepared features, but the
sensor or gateway may still pay the cost of generating those features.

A second opportunity is cross-family integration. The reviewed literature contains
strong individual methods, but fewer studies evaluate layered lightweight protection.
A realistic constrained security architecture may combine lightweight authentication,
compact IDS, trust scoring, secure routing, and risk-aware response. Future studies
should test how these layers interact. Authentication can be paired with post-access
anomaly detection, trust-aware routing with traffic-based IDS, and FL detection with
update filtering and communication budgeting. The objective is not to add layers with-
out limit, but to show how selected lightweight mechanisms cover different attack sur-
faces without exceeding the resource budget.

A third opportunity is risk-aware response. IDS outputs should not be treated as final
decisions. In constrained systems, response can be costly. Blocking a node, refreshing
keys, rerouting packets, reducing trust, or requesting additional verification consumes
energy and bandwidth. Future research should design response policies that consider
confidence, attack severity, node importance, and resource cost. A low-confidence
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Table 11 Minimum reporting requirements for future lightweight IDS and protection studies

Study type

Minimum evidence

Security scope

Deployment details

Feature-selection IDS

Compact ML IDS

Compressed DL IDS

TinyML/on-device IDS

Edge/split IDS

Fl-based IDS

WSN IDS

Original features, selected
features, selector method, pre-
processing cost, feature stability,
and classification metrics

Model type, number of learners/
support vectors, inference time,
memory, feature cost, and per-
class metrics

Compression method, param-
eter count, model size, latency,
memory, accuracy loss, and
preprocessing cost

RAM, flash, inference latency,
energy/current draw, quantiza-
tion, and device board

Local task, offloaded task, la-
tency, throughput, communica-
tion savings, and update cost

Number of clients, rounds,
update size, local training cost,
aggregation rule, non-1ID set-
ting, and poisoning defense
Packet delivery, residual energy,

Traffic or behavior
detection only
unless additional
evidence is used
Low-cost classifica-
tion or anomaly
detection

Detection of com-
plex or temporal
attack behavior

Local screening
or near-device
detection

Staged detection
or edge-assisted
classification

Collaborative
detection without
raw-data pooling

Routing, forward-

Dataset, feature
source, window con-
struction, model size,
latency, and memory
Node, gateway, or
edge placement;
training and inference
location

Hardware target,
conversion method,
and device or edge
execution evidence
Board type, processor,
input source, update
method, and duty-
cycle effect

Sensor, gateway,
edge, and server
responsibilities
separated

Client hardware, local
epochs, communica-
tion budget, and
aggregation location
Node count, radio
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model, traffic rate,
topology change, and
energy model

Device class, key stor-
age, communication
round trips, and com-
promise assumptions

routing overhead, topology,
lifetime, and attacker position

ing, or node-be-
havior detection

Access control,
replay preven-
tion, integrity, and
confidentiality
Node-behavior
control and route
protection

Authentication/cryptography ~ Message count, computation
cost, storage, key size, delay, and
security analysis

Trust/secure routing Trust update rule, false isolation,
packet delivery, route stability,
residual energy, and recovery
behavior

Neighbor observation
cost, trust message
cost, topology, and
collusion model

anomaly may justify monitoring rather than isolation, while a high-confidence routing
attack may justify rerouting even if communication increases. This approach links detec-
tion to operational risk, which is still weak in many studies.

A fourth opportunity is lightweight robustness. Future work should test drift, rare
attacks, poisoning, collusion, and adaptive behavior under resource limits. Robustness
should not be measured only by overall accuracy. It should include per-class recall,
false alarms, time to detection, recovery cost, and performance under reduced energy
or communication budgets. For FL, robustness should include non-IID clients, mali-
cious updates, client dropout, and update compression. For trust and routing, it should
include collusion, bad-mouthing, on-off attacks, and noisy links. For compressed mod-
els, it should include minority or low-rate attack sensitivity after compression.

A fifth opportunity is low-cost explainability. Explainability is often discussed as a ben-
efit, but its cost is rarely measured. Lightweight IDS needs explanations that support
operator decisions without making the detector too heavy. Future work could explore
precomputed explanations, feature-level rationales, lightweight rule extraction, con-
fidence calibration, or gateway-side explanation for node-side detections. Explanation
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should be judged by usefulness, cost, and stability. An explanation that consumes too
much memory or delays response may not be suitable for constrained deployment.

A sixth opportunity is standard reporting and shared evaluation artifacts. The field
would benefit from common reporting templates for feature sets, resource metrics,
energy models, hardware targets, FL client settings, and WSN topologies. Shared arti-
facts should not impose a single benchmark. They should allow reviewers to under-
stand how the method was evaluated and whether the reported lightweight benefit is
reproducible. Dataset diversity should also be encouraged. Depending on the method,
a strong evaluation may combine one flow dataset, one IoT telemetry dataset, and one
WSN or routing scenario. This would reduce the risk of fitting the contribution to one
dataset type. Another useful direction is scenario-based benchmarking, where studies
are evaluated under predefined deployment profiles such as sensor-node IDS, gateway
IDS, edge-assisted IDS, FL-based IDS, and WSN routing protection. Such profiles would
make results easier to compare without forcing all studies to use the same dataset or
hardware.

A seventh opportunity concerns emerging adaptive and foundation-model-based
security. LLM-supported IDS can assist with data augmentation, contextual interpreta-
tion, and attack analysis, while Agentic AI extends this role toward coordinated reason-
ing and response [121, 122]. These capabilities are more suitable for edge- or fog-assisted
operation than direct execution on highly constrained nodes because memory demand,
latency, communication cost, hallucination risk, and action safety remain important
concerns. Recent foundation-model research for IoT also emphasizes efficiency, con-
text awareness, safety, and security/privacy across prompt-, agent-, and training-based
approaches [124]. This creates an opportunity for Tiny or compressed foundation mod-
els, but their suitability for lightweight cybersecurity should be demonstrated through
memory, energy, latency, and hardware measurements rather than model capability
alone.

Digital Twins and continual learning provide a complementary path to adaptive secu-
rity. Recent IIoT research combines hybrid Digital Twins with continual learning to
adapt IDS to changing traffic and emerging threats under hardware-in-the-loop evalu-
ation [123]. Future work should examine synchronization cost, adaptation memory,
update frequency, catastrophic forgetting, and recovery after incorrect adaptation.
These emerging approaches can improve adaptability and contextual security analysis,
but their maturity in resource-constrained environments still depends on clear deploy-
ment and resource evidence.

These opportunities are deliberately framed as evaluation priorities rather than as a
separate taxonomy. End-to-end cost, layered protection, risk-aware response, robust-
ness, low-cost explainability, shared reporting artifacts, and emerging adaptive and foun-
dation-model-based security each address a different weakness identified in the review.

8 Conclusion

In this review, we have examined lightweight IDS and protection methods for resource-
constrained IoT and WSN environments. The analysis shows that lightweight security
cannot be judged by accuracy alone or by the word lightweight in a method descrip-
tion. A method may reduce the number of features, simplify the model, compress a
neural architecture, move processing to the edge, or reduce protocol messages. These
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reductions are useful only when the saved resource is clear and the security function is
not claimed beyond the reported results. The reviewed studies show clear progress, but
the supporting evidence is still uneven. Feature selection and compact ML can reduce
the detection burden, but the cost of feature construction is not always included. Com-
pressed DL and TinyML methods become more convincing when memory, latency,
energy, and hardware limits are reported with detection results. FL reduces raw-data
sharing, but it adds update traffic, client workload, non-1ID behavior, poisoning risk, and
aggregation cost. Authentication, cryptography, trust, and secure routing help protect
access and communication, but they cannot replace runtime monitoring after a node
is admitted. The review also shows that datasets and metrics strongly affect how results
should be interpreted. Flow-based IoT datasets do not prove resistance to WSN routing
attacks, and WSN routing results do not represent all botnet or IIoT behavior. Similarly,
high accuracy or F1-score does not show whether a method can run within the limits of
a sensor node, gateway, or edge platform. Overall, the field has made useful progress, but
stronger resource-aware reporting is still needed. Future work should state where the
method runs, what resource it saves, what attack surface it covers, and what response
cost it introduces. A stronger lightweight security study should therefore connect detec-
tion or protection quality with realistic resource measurements and a clearly bounded
security claim.
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